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Abstract— Electronic arbitration (hereinafter 
referred to as e-arbitration) is a combination of law 
and technology. Even though e-arbitration has not 
been implemented yet in Malaysia, the Malaysian 
authorities should be ready to meet the non-legal 
requirements for implementing it in the future as 
compliment to the existing traditional arbitration 
method. By using legal research methodology, this 
article endeavours to examine how the future 
implementation of e-arbitration in resolving the 
Islamic banking dispute can be improved especially in 
handling cyber security. The collected data is 
analytically and critically scrutinised using content 
analysis method. The article found that enhancing 
cyber security is a pressing need to improve the 
future implementation of e-arbitration in Malaysia 
successfully. Therefore, the article recommended 
several legal and technical measures to enhance 
cyber-security in e-arbitration in Malaysia. 
 
Keywords— arbitration, e-arbitration, cyber security, 
Islamic banking. 

1. Introduction 

Islamic banking institution has been established 
with the aims to offer Islamic banking business in 
accordance with the principles of Shariah [22]. In 
Malaysia, the first full-fledged Islamic bank, 
namely Bank Islam Malaysia Berhad was 
established in 1983. Presently, there are sixteen 
(16) Islamic banks [12] and one (1) International 
Islamic banks [13] and several other banking 
institutions offering Islamic banking scheme. 

The applicable dispute resolution legal framework 
for resolving the Malaysian Islamic banking 
disputes is embodied in the court and alternative 
dispute resolution (hereinafter referred to as 
“ADR”). The most common ADR methods in the 
context of Islamic banking disputes are traditional 
arbitration and traditional mediation. 

Using traditional arbitration in the context of 
Islamic banking disputes has been significantly 
encouraged [7]. However, traditional arbitration is 
totally sufficient in resolving Islamic banking 
disputes in Malaysia [20]. For that reason, several 
scholars start searching for another mechanism to 
resolve the Islamic banking dispute effectively. 
Such as online dispute resolution [24] or e-
arbitration [19]. 

The major difference between e-arbitration and 
traditional arbitration relates to the medium where 
each of them is taking place. E-arbitration takes 
place in an online environment (cyberspace) 
contrary to traditional arbitration which takes place 
in a physical environment.  

According to article 1 of the Guangzhou 
Arbitration Commission “GZAC” Network 
Arbitration Rules 2018, e-arbitration is an online 
dispute resolution method that provides arbitration 
services by using network technology resources, 
such as the Internet. Likewise, article 2 of 
Shenzhen Court of International Arbitration 
“SCIA” Online Arbitration Rules 2019 states that 
e-arbitration refers to a dispute resolution method 
of conducting arbitration by the use of the Internet 
or other information technologies. 

E-arbitration helps in improving quality and service 
delivery in Malaysian arbitration industry because 
of its inherent benefits. For instance, e-arbitration is 
a cost and time-effective dispute resolution 
mechanism [19]. It is also quicker than traditional 
arbitration. According to the annual report 2018 of 
Asian International Arbitration Center “AIAC”, the 
average duration of the domestic traditional 
arbitration cases is twenty-five point one (25.1) 
months and fifteen point five (15.5) months for the 
sole arbitrator and three (3) members panel, 
respectively.  

In e-arbitration, the situation is different. For 
example, at the Arbitration Court attached to the 
Economic Chamber and the Agricultural Chamber 
of the Czech Republic, the entire electronic arbitral 
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proceedings from filing the case until rendering the 
electronic arbitral award take approximately thirty-
five (35) days [1]. 

Besides, e-arbitration is convenient for resolving 
cross-border disputes because of its capability to 
bridge the distances between the involved parties. 
Finally, e-arbitration is in line with environmental 
issues. It helps in reducing global warming and 
carbon dioxide because the involved participants 
can resolve their disputes remotely [19].  

The benefits of e-arbitration are significant, but 
there are still some obstacles that stand against its 
development [2]. Such one example is a lack of 
security [18] [7]. For that reason, strengthening the 
quality and safety standard in using e-arbitration in 
Malaysia becomes very important because e-
arbitration could be a popular option of dispute 
resolution in the era of COVID-19 and after the 
pandemic will end. Similarly, the future 
implementation of e-arbitration in resolving the 
Islamic banking disputes will not be improved 
unless some non-legal requirements are fulfilled. 
Such one example is cyber-security [18] [6]. 

Part one is an introduction. Part two of this article 
discusses why enhancing cyber-security in e-
arbitration in Malaysia is a pressing need. Part 
three suggests legal and technical measures on how 
cyber-security can be maintained in e-arbitration.  

 

2. Enhancing Cyber-Security in E-
Arbitration is a Pressing Need 

Undoubtedly, the crown jewel of traditional 
arbitration is a feature of confidentiality [11]. In the 
modern era, cybercriminals have appeared 
ubiquitous and started launching several cyber-
attacks on different legal sectors.  
 
There are many cyber-attack operations launched 
against law firms. For instance, a study issued by 
“Logic Force” shows that two-hundred (200) law 
firms had been undergone to hacking attempts [5]. 
Arbitration industry is not immune to the risk of 
cyber-attacks. In July 2015, the website of the 
Permanent Court of Arbitration was hacked during 
a hearing of a maritime dispute between Philippine 
and China. The malware was implanted on the 
Permanent Court of Arbitration’s website, which 
affected anyone who gets access to a specific page 
designated to the dispute [3].  
The need for cyber-security in the arbitration 
industry takes great importance. One interesting 
survey indicated that 90% of the respondents 

agreed that cyber-security on international 
arbitration is an important issue [14].  

As a result of that, several international initiatives 
have launched to respond to the threat of cyber-
attack and enhance the cyber-security in the 
arbitration industry. For instance, the International 
Council for Commercial Arbitration (“ICCA”) 
partnered with the New York City Bar Association 
and the International Institute for Conflict 
Prevention and Resolution to issue 2020 Cyber-
security Protocol for International Arbitration. 

Cyber-security Protocol aims to achieve two 
purposes. Firstly, it provides a framework to 
determine reasonable information security 
measures for individual arbitration matters. 
Secondly, it increases awareness about information 
security in international arbitrations.  

Cyber-security Protocol contains fourteen (14) 
principles, along with six (6) schedules. The first 
principle illuminates that the Cyber-security 
Protocol does not intend to, and does not, provide a 
one-size-fits-all information security solution.  

Principle 6 lays out the elements to be counted by 
the arbitral tribunal and parties in deciding what 
information security measures are reasonable in 
specific arbitration. Such one example of those 
elements is the risk pertaining to the profile of the 
arbitration. Principle 7 sets out the categories to be 
considered in deciding what are the specific 
information security measures to be applied in 
arbitration, such as access controls and encryption. 
While Principle 10 also illuminates the need for 
raising information security as soon as possible in 
the arbitration industry. 

As mentioned earlier, e-arbitration is entirely 
dependent on the using technology. All of its 
activities from A-to-Z are carried out in the online 
environment i.e. internet. Moreover, the parties 
during the e-arbitral proceedings would disclose 
sensitive information and materials to the arbitral 
tribunal to prove their case. This information may 
have the potential to ruin the parties’ reputations if 
exposed to the third party.  

Unaspiringly, the parties to e-arbitration are not 
protected from the threat of cyber-attack and data 
infringement. This is because complete security in 
the online environment is impossible [23]. Most of 
the internet-based communications that are made 
through open medium i.e. internet, are exposed to 
data security threats [24]. Thus, the future 
implementation of e-arbitration in Malaysia will 
not be improved unless the potential participants in 
e-arbitration have confidence that their 
communications and submissions will be secure. 
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Based on the above facts, it is very significant to 
examine how cyber-security can be maintained in 
the context of e-arbitration in Malaysia. 

 
3. Maintaining Cyber-Security in 

Securing Future Implementation 
of E-Arbitration in Malaysia 

Indeed, the environment where e-arbitration 
operates must be secure [18]. The following 
discusses the technical and legal measures to 
maintain cyber-security in e-arbitration in 
Malaysia. 

From a technical standpoint, the technological 
advances are expected to reduce security issues 
[10]. Fortunately, there are many technical 
measures can be adopted to safeguard cyber-
security to the potential participants in e-arbitration 
in Malaysia. Such as using cryptographic tools [8], 
a digital signature [17], firewall, antivirus, malware 
programs, two-steps authentication process, and 
transfer of documents through the secure shared 
platform, such as IManage Cloud [15]. 

Apart from the above, in order to improve the 
future implementation of e-arbitration in resolving 
the Islamic banking disputes in Malaysia, there is a 
need to design a specific e-arbitration platform that 
is based on using blockchain technology and 
Artificial intelligence (hereinafter referred to as 
“AI”). 

Concerning blockchain, it is inviolable, immutable 
[9] and able to provide more traceability, the 
security of records [16], and solution against 
hacking [25]. In fact, blockchain technology has 
already applied in the context of e-arbitration. For 
instance, the Nanjing Arbitration Commission 
network arbitration platform [25].  

Besides, the use of AI in the arbitration industry in 
Malaysia has been advocated. In this context of this 
article, AI has been used frequently in cyber-
security. In a recent survey, 75% and 71% of the 
organisations depend on using AI for network 
security and data security, respectively. [4] This is 
because using AI in cyber-security lowers the cost 
to detect and enables a faster response to breaches, 
respectively [4]. Therefore, using AI would help in 
safeguarding the sensitive data of the potential 
participants in e-arbitration in Malaysia. 

In addition, one survey regarding the use of 
internet-based communication shows that 68.42% 
of the participants is never using encryption 
systems to secure their information [21]. In the 
context of Malaysia, in 2020, cyber-security cases 
have increased by a huge 82.5% during the 

Movement Control Order [26]. The total reported 
cases were eight-hundred thirty-eight (838) cases. 
Of this total, one-hundred fifty-two (152) cases 
involved local companies, while the rest cases were 
home users and others [26]. 

By the application of analogy, there is a need to 
enhance awareness in the cyber-security among the 
Malaysian citizens who may be potential 
participants in e-arbitration in Malaysia. This can 
be achieved if the potential participants in e-
arbitration have changed their mind-sets toward the 
issue of cyber-security. They should accept it as an 
urgent necessity rather than an optional matter. 

Discussing the legal measures, it was witnessed 
that there are several laws affirmatively put an 
obligation on the e-arbitration institution to take 
bold steps in order to ensure the cyber-security of 
the participants in e-arbitration. For instance, article 
15 of China International Economic and Trade 
Arbitration Commission-Online Arbitration Rules 
2015 states that;  

CIETAC shall make reasonable 
efforts to ensure secure online 
transmission of case data among 
the parties, the arbitral tribunal and 
CIETAC, and to store case 
information through data 
encryption. 

Likewise, article 29 of China Guangzhou 
Arbitration Commission - Online Arbitration Rules 
2019 states that; 

This Council provides security for 
the online transmission of case 
data between the parties, the 
arbitral tribunal and the 
Association, and keeps the case 
information confidential in the 
form of encryption of the case data 
information. 

In the context of Malaysia, Arbitration Act 2005 
(hereinafter referred to as “Act 646”) is silent 
regarding the need for ensuring cyber-security in 
an online environment. Therefore, the relevant 
authorities should take necessary amendment to 
Act 646 in order to enhance cyber-security to the 
potential participants in e-arbitration in Malaysia. 
This argument underpinned by “International 
Arbitration Survey 2018” which shows that 57% 
of the respondents agreed that the arbitration law 
should contain a specific section to deal with 
security of electronic communications and 
information [22]. 



Int. J Sup. Chain. Mgt             Vol. 9, No. 4, August 2020 

633 

4. Legal Position of Act 646 in 
Dealing with the Evidence 
Collected through Cyber-Attacks 

Cyber-attack is something real and may paralyse 
the justice system, especially when the evidence 
used in arbitration are collected through cyber-
attacks. For instance, in the case of Caratube 
International Oil Company LLP v. The Republic of 
Kazakhstan (ICSID Case No. ARB/08/12), the 
arbitral tribunal expressly accepted e-mails (leaked 
information) as evidence on the ground that the e-
mails are now public and hence there are no longer 
confidential. 

Contrarily, in the case of ConocoPhillips v. 
Venezuela (ICSID Case No. ARB/07/30), the 
parties endeavoured to depend on evidence 
collected from WikiLeaks. However, the majority 
of the arbitral members did not expressly discuss 
whether the evidence published by WikiLeaks was 
admissible, but rather it found that it did not have 
the authority to reopen its earlier decision. 

Based on the above arguments, it is clear that there 
is no uniform approach to addressing the issue of 
using evidence that is collected through a cyber-
attack in arbitration (two contradiction decisions 
provided in the previous discussion). 

In the Malaysian context, it is very imperative to 
examine whether Act 646 allows the arbitral 
members to handle the evidence collected through 
cyber-attacks. In fact, the authors do not manage to 
find any case law that illustrates the Malaysian 
position in this regard.  

However, it was witnessed that Act 646 typically 
provide broad discretion to the arbitral members to 
decide on the evidentiary issues, such one example 
might be the evidence collected through a cyber-
attack. Section 21 (3) (a) of Act 646 states that; 

The power conferred upon the 
arbitral subsection (2) shall include 
the power to determine the 
admissibility, relevance, materiality 
and weight of any evidence. 

Thus, Act 646 is not clear about the issue of using 
evidence that is collected through a cyber-attack in 
traditional arbitration. Therefore, Malaysian 
lawmakers should provide a clear answer in order 
to avoid any misuse and confusion among the 
participants in e-arbitration. 

 

 

5. Conclusion 

The Islamic banking disputants should be able to 
resolve their dispute in accordance with the Islamic 
principles that call for a quickest and effective 
resolution. Implementing e-arbitration in Malaysia 
would be the first step to achieve that desired 
purpose. However, the implementation of e-
arbitration requires the fulfilment of several non-
requirements. Cyber-security is a very significant 
element to improve the future implementation of e-
arbitration in resolving Islamic banking disputes in 
Malaysia. For that reason, the article suggests 
several legal and technical measures that can be 
adopted by the relevant authorities before 
implementing e-arbitration in Malaysia. A failure 
in following the recommendations mentioned in 
this article could jeopardise the future 
implementation of e-arbitration and affect the 
attractiveness of e-arbitration as an effective 
dispute resolution mechanism in Malaysia. 
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